



































































































































































management	programme	with	 the	governance	and	accountability	 reaching	 to	 the	 top	of	
the	execu8ve	management.		




Occupa8onal	 Safety	 and	 Cybersecurity	 require	 a	 par8cipatory	 approach	 for	 their	
successful	 implementa8on,	 where	 the	 ini8a8ve	 of	 the	 management	 require	 ac8ve	
par8cipa8on	of	all	the	workers	and	all	the	employees	to	be	implemented	successfully.	
Ques+on	on	addi+onal	government	support:	
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13.How	effec8ve	would	the	following	government	ac8ons	be	in	suppor8ng	and	incen8vising	
organisa8ons	to	manage	supply	chain	cyber	risk?	
a.	Awareness	raising	of	the	importance	of	supply	chain	cyber	risk	management	through	the	
use	of	campaigns	and	industry	engagement	-	Very	effec+ve	
b.	Addi8onal	support	to	help	organisa8ons	to	know	what	to	do,	such	as:	
• Improved	or	addi8onal	advice	and	guidance	-	Very	effec+ve	
• A	tool	that	draws	on	exis8ng	advice	and	standards	to	help	organisa8ons	manage	
supplier	cyber	risk	-	Very	effec+ve	
c.	Providing	a	specific	supplier	risk	management	standard	that:	
• Outlines	minimum	and	good	prac8ce	and/	or	-	Somewhat	effec+ve	
• Provides	assurance	that	an	organisa8on	is	managing	their	supply	chain	cyber	risk	-	
Very	effec+ve	
d.	Targeted	funding	to	help	s8mulate	innova8on	and	grow	commercial	offerings	that	support	
organisa8ons	with	their	supplier	risk	management	(e.g.	Government	compe88ons,	
accelerator	programmes)	
e.	Regula8on	to	make	procuring	organisa8ons	more	responsible	for	their	supplier	risk	
management.	-	Very	effec+ve	
f.	Other	(Please	specify)	
The	rapid	technological	development	in	the	digital	and	technology	industry	is	both	a	blessing	
and	a	curse.	Whilst	enduring	innova8on	provides	a	consistent	stream	of	convenience-
inducing	technologies	for	consumers,	regulatory	bodies	currently	being	outpaced	by	a	
significant	margin.	As	the	enactment	of	new	legisla8on	requires	consensus	across	a	wide	
variety	of	regulatory	bodies,	technology	simply	moves	at	a	far	greater	pace	than	regula8ons	
can	be	enacted.	With	the	emergent	technologies	presen8ng	further	risks,		the	IoT	and	
cryptocurrency	use	are	having	a	profound	impact	on	supply	chain	risk.	For	example,	there	is	
no	specific	law	for	cryptocurrency	in	the	UK,	relying	upon	the	Financial	Services	and	Markets	
Act	(2000)	and	other	e-money	regula8ons	from	2011	to	regulate	the	market.	Resultantly,	
legisla8on	of	frequently	outdated	and	consequently	not	fit	for	purpose.		
Current	legisla8on	also	promotes	the	percep8on	of	cyber	security	solely	as	too	complex	for	
the	C-level	management	to	understand	and	as	a	cost.	On	the	other	hand,	cyber	security	has	
the	poten8al	of	becoming	an	enabler	for	produc8vity,	because	of	the	visibility	and	control	
that	it	guarantees	on	the	informa8on	flows	within	the	firms	and	within	the	supply	chains.	
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Turning	cybersecurity	from	a	cost	centre	to	a	produc8vity	enabler	requires	an	explicit	
recogni8on	–	also	at	a	regulatory	level	–	of	the	value	crea8on	poten8al	of	the	informa8on	
flows.	The	same	regulatory	mechanisms	that	facilitate	the	material	flows	across	different	
regulatory	systems	should	be	put	in	place	for	informa8on	flows.	
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